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OverviewOverview

• Summar y of the TRIPS application

• Critical business needs

• Securit y model

• Electronic si gnature applied to
databases
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T he ProblemT he Problem

• Significant quantit y of Nuclear Waste
• Governor’s a greement with the

Federal Government
• Recorded content questionable
• Strin gent requirements on what can

be shipped
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T R IPS  Characteris ticsT R IPS  Characteris tics

• Wide
– Large variety of information
– Many subsystem interfaces

• Shallow
– Relatively few records

• Complex
– Data Acquisition
– Work Flow Enhancement
– Inventory Tracking
– Compliance Monitoring
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Critical Needs for S uccessCritical Needs for S uccess

• Ensure a hi gh degree of trust in the
data

• Provide secure environment for  a
geographicall y dispersed user group
while minimizin g client maintenance

• Enhance process throu ghput b y
reducin g paper handlin g (includin g
pen/ink si gnatures)
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S olutionsS olutions

• Server centric architecture
– Security Model
– Application Distribution

• Electronic si gnature
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S ecurity ModelS ecurity Model
RequirementsRequirements

• Accommodate a geographicall y
dispersed user group

• Minimize maintenance associated
with client platforms

• Guarantee protection of the s ystem

• Maintain flexibilit y in connectin g to
diverse data sources
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T R IPS  User CommunityT R IPS  User Community
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Approach for theApproach for the
S ecurity ModelS ecurity Model

• Minimize client dependence
– Client security not counted as part of the model
– Centralized assignment file maintenance
– Forms served from server via Polyserver

• Guarantee s ystem securit y
– Use Unix system authentication with restricted

shells
– Use Oracle role-based access controls
– Use TRIPS role-based navigation restrictions
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S moke and MirrorsS moke and Mirrors

Client ASN
File

Sends all requests to the server 
via a TCP paths

Psv.asn redirects
user to the correct
database and
associated
components
for that user.
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Useful RedirectionUseful Redirection
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UID1 - UID 3 = member of the development team
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T he OnionT he Onion
UNIX &

PolyServer

ORACLE

TRIPS

Unsecured Client
runs UNIFACE runtime

Req 2 uses TCP path
(user specifies uid/pw) 

DATA

Database connections,
Forms, Reports, Services

DOL, URR

Req 1 uses TCP2 path
(phantom account) 
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Log OnLog On
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Role S electionRole S election
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DVF-IR  RoleDVF-IR  Role
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DVF-IR  Role DVF-IR  Role ContCont..
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DVF-IR  RoleDVF-IR  Role Cont Cont..
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S PO-S DVO RoleS PO-S DVO Role
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S PO-S DVO Role S PO-S DVO Role ContCont..
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S PO-S DVO RoleS PO-S DVO Role Cont Cont..
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S PO-S DVO Role S PO-S DVO Role ContCont..
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S PO-S DVO RoleS PO-S DVO Role Cont Cont..
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BenefitsBenefits
• End users can’t easil y tamper with

their confi guration

• Distribution of new s ystem versions
is simplified

• Enhances abilit y to se gregate
development, test, and production
environments

• Enhances abilit y to do effective CM
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E lectronic S ignatureE lectronic S ignature

• What is it?

• TRIPS implementation of electronic
signature

• TRIPS signature services

• TRIPS application of electronic
signature to a database

• Benefits
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E lectronic S ignatureE lectronic S ignature
OptionsOptions

• Shared secret data access control

• Digitization of handwritten si gnature

• Biometric Si gnature

• Public Ke y Crypto graph y (chosen
method)
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What is  a Digital S ignature?What is  a Digital S ignature?

• Digital Si gnature is a unique set of
bits which:
– represents the signers identity,
– represents the data signed,
– is non-reputable.
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What is  a Digital S ignature?What is  a Digital S ignature?

•• Non-Reputable:Non-Reputable:  Authenticit y of both
data and si gner is not questionable.

•• Public Ke yPublic Ke y: Verifies si gnature and is
certified and widel y distributed.

•• Private Ke yPrivate Ke y: Creates the si gnature
and is held privatel y by the si gner.
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PKCS  S ignature CreationPKCS  S ignature Creation
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Equivalent of
Message

HASH

Message Digest

Private
Key

RSA

Digital
Signature



 May 3-6, 1998 Enterprise Reality 31

PKCS  S ignaturePKCS  S ignature
VerificationVerification
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T R IPS  ImplementationT R IPS  Implementation
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T R IPS  S ignature S ervicesT R IPS  S ignature S ervices
• Three si gnature t ypes: approval set,

batch, container set

• Two general t ypes of services per
signature t ype: si gn, verif y

• Implemented as hidden forms, not
services (3GL interface required )
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Application of E lectronicApplication of E lectronic
S ignaturesS ignatures
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BenefitsBenefits

• Eliminates paper

• Cost savin gs

• Legally bindin g

• In-process verification easier

• Trackin g signatures becomes
inherent

• Applicable to diverse applications
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CONT ACT SCONT ACT S
• Business Contact

– Toni Austin, Manager, Advanced Computer Interface Products
• (208) 526-3140
• ama@inel.gov

• Technical Contact
– Carol Mancuso, Project Level Subsystem Lead

• (208) 526-2665
• czm@inel.gov

• Contributors
– Ben Groeneveld, Software Technical Lead

– Wayne Austad, System Services Subsystem Lead
– Stuart Walsh, Electronc Signature Subsystem Lead
– Rich Oesterling, Configuration Management


